Penetration Testing for FCM 745—Michael Fernez
I. Executive Summary

Our class was tasked with a sample penetration test on servers set up at John Jay College by Professor
Obaidat.

The goals of this penetration test are as follows:
1) to identify if an attacker can compromise the Ubuntu Server in question at IP 10.5.62.84
2) determine the impact in the event the system is compromised on
a) confidentiality and integrity of system information
b) availability of the server

Penetration testing was conducted following the specifications in NIST SP 800-115 with
recommendations from the InfoSec Institute [1] and Offensive Security [2].

A. Summary of Results
II. Vulnerability Analysis
A. Vulnerability Scans with Nmap and Nikto

Given a specific host to probe host was discovered using Nmap and analyzed further with a
Sparta vulnerability scan, which utilized nmap, nikto, and various connection services.

The result revealed ftp, ssh, apache, and mySQL services running on ports 21, 22, 80, and 3306
respectively.

SPARTA 1.0.3 (BETA) - untitled - /root/ e ® O
File Help
Scan | Brute
Hosts | Services Tools Services | Scripts Information = Notes nikto (80/tcp) & screenshot (80/tcp) =  mysqgl-default (3306/tcp) <>
os Host Port Protocol State Name Version
4 10.5.65.84 e 21 tcp open ftp vsftpd 3.0.3
e 22 tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu0.1 (Ubuntu Linux...
& 80 tcp open http Apache httpd 2.4.29 ((Ubuntu))
& 3306 tcp open mysql MySQL 5.7.24-0ubuntu0.18.04.1
(& (%)
Log
Progress Tool Host Start time End time Status =
DN~ mysql-default (3306/tcp) 10.5.65.84 08 Dec 2018 12:48:19 08 Dec 2018 12:48:26  Finished D
DN nmap (stage 3) 10.5.65.84 08 Dec 2018 12:48:19 08 Dec 2018 12:50:15  Finished
DN~ screenshot (80/tcp) 10.5.65.84 08 Dec 2018 12:46:42 08 Dec 2018 12:46:42  Finished .




B. Brute Force Connection attempts

Following the Sparta scan, I attempted to brute force each connection using the default word
lists provided by metasploit utilizing the “Brute” tab in Sparta.

i. Apache Server
Entering the IP address in a browser reveals the default Apache2 Ubuntu page, suggesting that this

server may be using default passwords and usernames Using the http_default_pass and users files with
THCHydra via Sparta revealed the site is using several default usernames and passwords

SPARTA 1.0.3 (BETA) - scanl.sprt - /root/Desktop/ Q0
File  Help
Scan | Brute
1@
P[1056582  |Port 80 | Senice |http-get 0 Rm |

(] Try blank password @ Try login as password @ Loop around users [ Exiton firstvalid [] Verbose [ Additional Options

0 Username |root | ® Username list \_default_users.txt|| Browse | (0 Found usernames

() Password |password | @ Password ls E_default_pass.txt” Browse | Found passwords Threads |16 §

L)

[DATA] attacking http-get://10.5.65.82:80// 4
[80][http-get] host: 10.5.65.82 login: admin password: admin

[80][http-get] host: 10.5.65.82 login: manager password: manager I
[80][http-get] host: 10.5.65.82 login: root password: root

[80](http-get] host: 10.5.65.82 login: cisco password: cisco

[80](http-get] host: 10.5.65.82 login: apc password: apc

[80][http-get] host: 10.5.65.82 login: pass password: pass

I

ROThttn-net] hnet 10 R AR R Innin' seririty_nacgwnrd: garlirity Y

Using the tomcat default lists additional logins were revealed, detailed in Appendix A. (Note: IP is
different here because the test was conducted before the new server was in place. A second test
confirmed the logins were still valid on the 10.5.62.84 server)



ii. FTP and SSH Server

Using a publicly available password list and cycling through the default unix_users list, the login to the
ftp serve was found relatively quickly. It was found this account could read files on the server and even

transfer files to the server (such as simple text files).

SPARTA 1.0.3 (BETA) - untitled - /root/ @ 6

File Help
Scan | Brute

1m 2@ 3 &

IP |10.5.65.84 |Port 21 | Service |ftp 4| Run

& Try blank password @& Try login as password [ Loop around users (@ Exit on first valid [] Verbose [ Additional Options

) Username |root | ® Username list I:loita‘uni:(_users.txtII Browse | ) Found usernames

) Password Ipass\.'ucrn:l | @ Password list I-rdlistsfrocl':\.rou.t)(t'| Browse | ) Found passwords Threads |16 7|

Jhydra.restore

[DATA] max 16 tasks per 1 server, overall 16 tasks, 1606572912 login tries (:112/p:14344401), ~100410807 tries per task
[DATA] attacking ftp://10.5.65.84:21/

[21][ftp] host: 10.5.65.84 login: ftp password: ftp

[STATUS] attack finished for 10.5.65.84 (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2018-12-08 14:05:19

Log
Progress Tool Host Start time End time
I hydra (21/tcp) 10.5.65.84 08 Dec 2018 14:04:40 08 Dec 2018 14:05:24  Finished
I hydra (3306/tcp) 10.5.65.84 08 Dec 2018 13:58:20 08 Dec 2018 13:59:39  Killed
I hydra (3306/tcp) 10.5.65.84 08 Dec 2018 13:28:36 08 Dec 2018 13:29:08  Finished

4

Status u

The ssh server proved to be a more time-consuming task, but using the password list as the username
list as well eventually found a username, “sam,” using an easily guessable password. It was found this

user has root privileges and can read and write files at will.

sam@kteskt: ~

Microk8s is Kubernetes in a snap. Made by devs for dewvs.
Oone quick install on a workstation, VM, or appliance.

- https://bit.ly/microks8s

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch

98 packages can be updated.
@ updates are security updates.

*** System restart required ***

Last 1 n: Sat Dec B8 19:25:54 2018 from 18.5.65.96
S ls

:~% sudo nano I-see-you.txt
[sudo] password for sam:
s :~5 1s

I-see-you.txt

s i




iii. MySQL database

Using the same method as the FTP brute force, the login to the SQL server was found very quickly as it
is currently using a default username and password. With this login, a user can execute arbitrary SQL
commands to read, write, and delete data from the server.

SPARTA 1.0.3 (BETA) - untitled - /root/ e o
File Help
Scan | Brute
lm |2
IP 10.5.65.84 Port (3306 | Senvice [mysql ¢ Run

v
J

& Try blank password @ Try login as password & Loop around users (@ Exit on first valid (7] Verbose [ Additional Options

> Username root @ Username list 3loit/unix_users.ixt | Browse | Found usernames
Password ‘password @ Password list ‘-rdtistsfmckynu‘txt | Browse | Found passwords Threads |16 7|
Jhydra.restore 4

[DATA] max 4 tasks per 1 server, overall 4 tasks, 1606572912 login tries (:112/p:14344401), ~401643228 tries per task
[DATA] attacking mysql://10.5.65.84:3306/

[3306][mysql] host: 10.5.65.84 login: root password: root

[STATUS] attack finished for 10.5.65.84 (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2018-12-08 13:29:03

Log
Progress Tool Host Start time End time: Status
DI hydra (3306/tcp) 10.5.65.84 08 Dec 2018 13:28:36 08 Dec 2018 13:29:08  Finished
I hydra (22/tcp) 10.5.65.84 08 Dec 2018 13:24:36 Running
I hydra (22/tcp) 10.5.65.84 08 Dec 2018 13:05:05 08 Dec 2018 13:24:16  Killed

: /usr/share/wordlists/metasploit# mysql -h 10.5.65.84 -P 3306 -u
Y
Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 5195598
Server version: 5.7.24-0ubuntu0.18.04.1 (Ubuntu)

Copyright (c) 2000, 2017, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or *\h' for help. Type '\c' to clear the current input statement.

MySQL [(none)]> help

General information about MariaDB can be found at
http://mariadb.org

List of all MySQL commands:
Note that all text commands must be first on line and end with ';'




III. Classification of Vulnerabilities and Recommendations
Vulnerability: SSH Login with weak password
Risk: Critical

Impact: A user with access to this SSH server can read and write files and execute programs. Since the
account found has root privileges, an attacker who finds it has full access to the machine.

Remediation: Revoke Sam’s root privileges and/or have him change both the username and the
password. A user’s account should never have a password that matches the username, especially one so
easily guessable with publicly available word lists. Passwords should be at least 15 characters in length
containing a combination of letters, numbers and special characters.

Vulnerability: SQL databse login with default credentials
Risk: High

Impact: A user with access to this MariaDB server can execute SQL commands that read, write, and
drop tables from the SQL database. This can potentially compromise other systems if the databases
contain account info.

Remediation: Disable default logins and considering disabling the database if it is not being used..
Default usernames passwords are a common vulnerability on fresh installations of MariaDB. It is
recommended that each user have a unique username and password, with passwords at least 15
characters in length containing a combination of letters, numbers and special characters.

Vulnerability: FTP Login with default credentials

Risk: Medium

Impact: A user with access to this FTP server can read and transfer files on the server. This could enable
an attacker to read sensitive data, change sensitive data, and transfer malicious executables to the
server.

Remediation: Change both the username and the password. Default usernames passwords are a
common vulnerability on fresh installations of FTP. It is recommended that each user of the FTP server
have a unique username and password, with passwords at least 15 characters in length containing a
combination of letters, numbers and special characters.

Vulnerability: Apache Login with default credentials

Risk: Medium

Impact: A user with access to this web server can make changes to webpages and read potentially
sensitive data.

Remediation: Disable default logins and limit the users who can access the server and change the
Apache default webpage. Default usernames passwords are a common vulnerability on fresh



installations of Apache. It is recommended that each user have a unique username and password, with
passwords at least 15 characters in length containing a combination of letters, numbers and special

characters.

IV. Appendix A: Tools Used and References

Kali Linux Penetration Testing OS
Sparta — Comprehensive Vulnerability Suite using nmap and nikto

Nikto — Vulnerability scanner

Nmap — port scanner
Metaploit — Penetration Testing Framework
Password lists from https://wiki.skullsecurity.org/Passwords

1. https://resources.infosecinstitute.com/writing-penetration-testing-reports/

2. https://www.offensive-security.com/reports/sample-penetration-testing-report.pdf

V. Appendix B: Login Credentials for Apache Web Server

[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:

10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:

admin password: admin

manager password: manager

root password: root

cisco password: cisco

apc password: apc

pass password: pass

security password: security

system password: system

sys password: sys

wampp password: wampp

newuser password: newuser

manager password: admin

user password: user
xampp-dav-unsecure password: xampp-dav-unsecure
vagrant password: vagrant

root password: admin

cisco password: admin
xampp-dav-unsecure password: admin
vagrant password: admin

user password: password
xampp-dav-unsecure password: password
vagrant password: password
xampp-dav-unsecure password: manager
vagrant password: manager

user password: admin
xampp-dav-unsecure password: letmein


https://wiki.skullsecurity.org/Passwords
https://resources.infosecinstitute.com/writing-penetration-testing-reports/
https://www.offensive-security.com/reports/sample-penetration-testing-report.pdf

[80][http-get] host:

[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:
[80][http-get] host:

10.5.65.82 login:

10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:
10.5.65.82 login:

vagrant password: letmein

manager password: manager
root password: admin
rolel password: manager
rolel password: rolel
manager password: admin
rolel password: admin
tomcat password: admin
both password: admin
admin password: manager
both password: manager
admin password: admin
root password: root
tomcat password: tomcat
root password: manager
tomcat password: manager
both password: both
admin password: rolel
tomcat password: rolel



